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Cyber-­‐threats:	
  what	
  is	
  it?	
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What	
  are	
  the	
  parts?	
  

•  Assets	
  

•  Vulnerabili8es	
  

•  Controls	
  

•  Threats	
  

•  Threat	
  Agents	
  

•  AVack	
  methods	
  (vectors)	
  

	
  

…and	
  interconnec8ons	
  thereof	
  

is	
  Threat	
  Intelligence!	
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•  5G	
  represents	
  the	
  next	
  major	
  phase	
  of	
  mobile	
  telecommunica8on	
  systems	
  and	
  network,	
  
aiming	
  at	
  extreme	
  broadband	
  and	
  ultra-­‐robust,	
  low	
  latency	
  connec8vity	
  

•  Strong	
  interconnec8on	
  and	
  key	
  enabler	
  for	
  the	
  development	
  of	
  future	
  technologies	
  
(IoT,	
  Smart	
  ci8es,	
  Intelligent	
  transporta8on…)	
  	
  	
  

•  5G	
  will	
  be	
  driven	
  by	
  the	
  influence	
  of	
  Soaware	
  Defined	
  Networking	
  (SDN)	
  and	
  Network	
  
Func8on	
  Virtualiza8on	
  (NFV).	
  	
  

•  The	
  key	
  concept	
  that	
  underpins	
  SDN	
  is	
  the	
  logical	
  centraliza8on	
  of	
  network	
  control	
  
func8ons	
  by	
  decoupling	
  the	
  control	
  and	
  packet	
  forwarding	
  func8onality	
  of	
  the	
  network	
  

•  Needed	
  to	
  provide	
  a	
  comprehensive	
  account	
  of	
  the	
  emerging	
  threat	
  SDN/5G	
  landscape:	
  

•  By	
  iden8fying	
  related	
  network	
  assets	
  and	
  the	
  security	
  threats,	
  challenges	
  and	
  risks	
  
arising	
  for	
  these	
  assets.	
  	
  

•  Review	
  and	
  iden8fy	
  exis8ng	
  security	
  mechanisms	
  and	
  good	
  prac8ces	
  for	
  SDN/5G/
NFV	
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•  Integrate	
  mul8ple	
  radio	
  access	
  technologies	
  in	
  licensed	
  and	
  unlicensed	
  frequency	
  bands.	
  	
  

•  Mobile	
  edge	
  compu8ng	
  will	
  bring	
  the	
  cloud	
  i.e.	
  applica8ons,	
  content	
  and	
  context	
  closer	
  to	
  user	
  
loca8ons.	
  This	
  will	
  personalize	
  the	
  service	
  experience	
  through	
  faster	
  service	
  delivery	
  

•  Virtualiza8on	
  of	
  core	
  and	
  radio	
  access	
  network	
  func8ons	
  will	
  op8mize	
  the	
  use	
  of	
  network	
  
resources,	
  add	
  scalability	
  and	
  agility.	
  

•  SDN	
  technologies	
  will	
  enable	
  transport	
  network	
  resources,	
  including	
  fronthaul	
  and	
  backhaul,	
  to	
  
become	
  virtually	
  programmable.	
  

•  A	
  shared	
  data	
  layer	
  will	
  emerge	
  to	
  provide	
  a	
  single	
  version	
  of	
  all	
  network	
  data.	
  	
  

•  Big	
  data	
  analy8cs	
  will	
  support	
  cross-­‐layer	
  orchestra8on	
  and	
  enable	
  real-­‐8me	
  ac8on	
  to	
  be	
  taken.	
  	
  

•  Networks	
  will	
  become	
  self-­‐aware,	
  cogni8ve,	
  and	
  implement	
  extensive	
  automa8on	
  and	
  con8nuous	
  
and	
  predic8ve	
  learning.	
  

•  Security	
  and	
  end-­‐to-­‐end	
  management	
  and	
  orchestra8on	
  will	
  be	
  embedded	
  into	
  the	
  network	
  
architecture	
  across	
  all	
  domains,	
  operators	
  will	
  gain	
  a	
  programmable	
  network	
  architecture	
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SDN	
  Architecture	
  	
   5G	
  design	
  principles	
  
•  The	
  Data	
  Plane	
  is	
  responsible	
  for	
  the	
  data	
  forwarding	
  func8onality	
  

of	
  the	
  network	
  and	
  realized	
  through	
  a	
  set	
  of	
  physical	
  network	
  
devices	
  (network	
  elements).	
  	
  

•  The	
  Control	
  Plane	
  is	
  responsible	
  for	
  the	
  control	
  func8onality	
  of	
  
the	
  network.	
  Realized	
  through	
  a	
  set	
  of	
  controllers	
  and	
  devices	
  that	
  
facilitate	
  the	
  crea8on	
  and	
  destruc8on	
  of	
  network	
  flows	
  and	
  paths.	
  	
  

•  The	
  ApplicaJon	
  Plane	
  is	
  responsible	
  for	
  generic	
  network	
  
management	
  audi8ng,	
  and	
  repor8ng	
  func8onali8es	
  (e.g.,	
  SDN	
  
management,	
  monitoring	
  and	
  security).	
  Realized	
  through	
  different	
  
network	
  management	
  applica8ons	
  (e.g.	
  Network	
  visualiza8on).	
  	
  

•  The	
  East/West	
  bound	
  API	
  is	
  implemented	
  by	
  the	
  different	
  
controllers	
  of	
  the	
  SDN	
  and	
  is	
  used	
  to	
  facilitate	
  communica8ons	
  
between	
  them.	
  	
  

•  The	
  Southbound	
  API	
  is	
  implemented	
  by	
  the	
  different	
  forwarding	
  
devices	
  in	
  the	
  SDN	
  to	
  enable	
  the	
  communica8on	
  between	
  these	
  
devices	
  and	
  the	
  controllers	
  of	
  the	
  net-­‐work.	
  	
  

•  The	
  Northbound	
  API	
  is	
  implemented	
  by	
  the	
  controllers	
  of	
  the	
  SDN	
  
and	
  is	
  used	
  to	
  facilitate	
  the	
  communica8on	
  between	
  controllers	
  
and	
  the	
  network	
  management	
  apps	
  

•  The	
  infrastructure	
  resource	
  layer	
  contains	
  any	
  physical	
  device	
  
including	
  mobile	
  devices,	
  Internet	
  of	
  Things	
  (IoT)	
  devices	
  etc.	
  (5G	
  
devices),	
  as	
  well	
  as	
  fixed	
  networking	
  devices	
  (networking	
  nodes,	
  
cloud	
  nodes,	
  access	
  nodes	
  etc.).	
  It	
  u8lizes	
  the	
  SDN/NFV	
  
programmability	
  as	
  well	
  as	
  the	
  configurability	
  of	
  5G	
  devices	
  in	
  
order	
  to	
  meet	
  the	
  5G	
  design	
  specifica8ons	
  (e.g.	
  bandwidth,	
  
capacity	
  latency).	
  	
  

•  The	
  business	
  enablement	
  layer	
  contains	
  all	
  the	
  necessary	
  
func8ons	
  for	
  the	
  5G	
  converged	
  network	
  in	
  the	
  form	
  of	
  modular	
  
architecture	
  building	
  blocks.	
  These	
  blocks,	
  along	
  with	
  
configura8on	
  parameters,	
  can	
  be	
  evoked	
  from	
  a	
  common	
  
repository	
  upon	
  request	
  depending	
  on	
  the	
  use	
  case.	
  	
  

•  The	
  End-­‐2-­‐End	
  (E2E)	
  management	
  and	
  orchestraJon	
  en8ty	
  has	
  
access	
  to	
  manage	
  and	
  orchestrate	
  (or	
  coordinate)	
  the	
  above	
  
men8oned	
  architectural	
  blocks.	
  In	
  addi8on,	
  it	
  defines	
  network	
  
slices	
  for	
  each	
  use	
  case,	
  interconnects	
  the	
  relevant	
  func8ons	
  of	
  
the	
  network,	
  assigns	
  the	
  proper	
  configura8on	
  to	
  meet	
  E2E	
  
specifica8ons	
  and	
  maps	
  all	
  these	
  to	
  the	
  network	
  en88es	
  of	
  the	
  
infrastructure	
  resource	
  layer.	
  	
  

•  The	
  business	
  applicaJon	
  layer	
  contains	
  applica8ons	
  and	
  service	
  of	
  
the	
  5G	
  network	
  operators	
  or	
  other	
  enterprises	
  that	
  use	
  the	
  
network.	
  An	
  interface	
  to	
  the	
  E2E	
  management	
  and	
  orchestra8on	
  
en8ty	
  can	
  be	
  used	
  to	
  map	
  an	
  applica8on	
  to	
  exis8ng	
  network	
  
slices,	
  or	
  to	
  create	
  new	
  slices	
  for	
  the	
  applica8ons.	
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•  Classifica8on	
  of	
  assets:	
  Mostly	
  for	
  SDN	
  

•  Classifica8on	
  of	
  threats:	
  Following	
  ETL	
  taxonomy!	
  
•  SDN	
  
•  Network	
  Virtualiza8on	
  
•  5G	
  Threats	
  

•  Threat	
  Agents	
  classifica8on	
  

•  Good	
  prac8ces:	
  

•  Exis8ng	
  mi8ga8on	
  prac8ces	
  
•  Threat	
  mi8ga8on	
  prac8ces	
  under	
  development	
  

•  GAP	
  analysis	
  

•  Recommenda8ons	
  
•  Technical	
  recommenda8ons	
  
•  Organiza8onal	
  recommenda8ons	
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•  SDN	
  “specific”	
  threats	
  	
  
•  Network	
  Virtualiza8on	
  threats	
  
•  5G/Radio	
  access	
  threats	
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API	
  exploitaJon:	
  This	
  threat	
  involves	
  exploi8ng	
  the	
  API	
  of	
  a	
  soaware	
  component	
  in	
  order	
  to	
  launch	
  different	
  types	
  of	
  
further	
  aVacks.	
  API	
  exploita8on	
  may	
  relate	
  to	
  all	
  the	
  different	
  types	
  of	
  APIs	
  that	
  may	
  be	
  found	
  in	
  an	
  SDN.	
  These	
  include:	
  

•  Northbound	
  API	
  (Northbound	
  API	
  exploita8on)	
  that	
  facilitates	
  the	
  communica8on	
  between	
  SDN	
  controllers	
  and	
  
SDN	
  applica8ons;	
  	
  

•  Southbound	
  API	
  that	
  facilitates	
  the	
  communica8on	
  between	
  SDN	
  network	
  elements	
  and	
  SDN	
  controllers	
  	
  

•  Eastbound/Westbound	
  API	
  that	
  facilitates	
  the	
  communica8on	
  between	
  SDN	
  controllers	
  

Memory	
  scraping:	
  This	
  threat	
  arises	
  when	
  an	
  aVacker	
  scans	
  the	
  physical	
  memory	
  of	
  a	
  soaware	
  component	
  in	
  order	
  to	
  
extract	
  sensi8ve	
  informa8on	
  that	
  is	
  it	
  not	
  authorized	
  to	
  have.	
  Memory	
  scrapping	
  can	
  affect	
  components	
  of	
  any	
  layer,	
  
this	
  type	
  of	
  threat	
  has	
  been	
  primarily	
  iden8fied	
  for	
  applica8on	
  servers.	
  

Side	
  channel	
  aPack:	
  This	
  threat	
  involves	
  extrac8ng	
  informa8on	
  on	
  exis8ng	
  flow	
  rules	
  that	
  are	
  used	
  by	
  net-­‐work	
  
elements.	
  The	
  threat	
  can	
  be	
  realized	
  by	
  exploi8ng	
  paVerns	
  of	
  network	
  opera8ons	
  (e.g.	
  exploi8ng	
  the	
  8me	
  required	
  for	
  
establishing	
  a	
  network	
  connec8on).	
  Side	
  channel	
  aVacks	
  is	
  a	
  threat	
  rela8ng	
  to	
  network	
  elements	
  of	
  the	
  data	
  plane.	
  

Data	
  forging:	
  This	
  threat	
  involves	
  compromising	
  an	
  SDN	
  element	
  (e.g.,	
  controller,	
  router,	
  switch)	
  in	
  order	
  to	
  forge	
  
network	
  data	
  and	
  launch	
  other	
  aVacks	
  (e.g.,	
  DOS).	
  Data	
  forging	
  is	
  a	
  threat	
  related	
  to	
  components	
  in	
  the	
  data	
  plane	
  and	
  
the	
  controller	
  plane	
  

SoRware/firmware	
  exploits:	
  Involves	
  exploi8ng	
  vulnerabili8es	
  of	
  the	
  soaware/firmware,	
  in	
  order	
  to	
  cause	
  some	
  
malfunc8on,	
  reduc8on	
  or	
  disrup8on	
  of	
  service,	
  eavesdropping	
  of	
  data	
  or	
  destruc8on/compromising	
  of	
  data.	
  Soaware/
firmware	
  exploits	
  may	
  occur	
  in	
  all	
  layers	
  of	
  the	
  SDN	
  reference	
  architecture.	
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Threats	
  related	
  to	
  servers	
  running	
  virtualized	
  network	
  funcJons	
  (virtualized	
  host	
  abuse).	
  
Virtualiza8on	
  of	
  func8ons	
  and	
  their	
  opera8on	
  on	
  virtual	
  machines	
  (e.g.,	
  a	
  server	
  that	
  can	
  be	
  
used	
  as	
  a	
  network	
  switch)	
  is	
  a	
  common	
  prac8ce	
  in	
  SDN.	
  Therefore	
  tradi8onal	
  security	
  
threats	
  for	
  servers	
  running	
  virtualized	
  network	
  opera8ons	
  such	
  as	
  network	
  monitoring,	
  
access	
  control,	
  network	
  management	
  etc.	
  should	
  be	
  considered.	
  	
  

Threats	
  to	
  data	
  centers	
  hosJng	
  SDN	
  operaJons	
  (Data	
  center	
  threats).	
  Many	
  SDN	
  systems	
  
are	
  deployed	
  within	
  data	
  centers.	
  Hence,	
  security	
  threats	
  of	
  data	
  centers	
  should	
  be	
  
considered,	
  similarly	
  to	
  the	
  server	
  case.	
  Moreover,	
  data	
  servers	
  are	
  using	
  Data	
  Centre	
  
Interconnect	
  (DCI)	
  protocols,	
  which	
  may	
  lack	
  authen8ca8on	
  and	
  encryp8on	
  to	
  secure	
  the	
  
packet	
  contents.	
  Thus	
  an	
  aVacker	
  could	
  create	
  spoofed	
  traffic	
  in	
  such	
  a	
  way	
  that	
  it	
  traverses	
  
the	
  DCI	
  links	
  or	
  to	
  create	
  a	
  DoS	
  aVack	
  of	
  the	
  DCI	
  connec8ons.	
  	
  

Threats	
  related	
  to	
  virtualizaJon	
  mechanism:	
  (Network	
  VirtualizaJon	
  bypassing).	
  The	
  use	
  
of	
  the	
  network	
  between	
  different	
  tenants	
  need	
  to	
  assure	
  that	
  only	
  legi8mated	
  traffic	
  enters	
  
or	
  leaves	
  a	
  network	
  slice,	
  but	
  also	
  that	
  any	
  switching	
  element	
  checks	
  and	
  enforces	
  the	
  
traffic	
  isola8on	
  by	
  installing	
  legi8mate	
  flow-­‐rules	
  preven8ng	
  slice	
  trespassing.	
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User	
  emulaJon:	
  Adversaries	
  can	
  exploit	
  the	
  wireless	
  medium	
  by	
  mimicking	
  the	
  incumbent	
  signals.	
  Such	
  
at-­‐tacks	
  can	
  be	
  launched	
  by:	
  

•  Greedy	
  mobile	
  nodes,	
  mislead	
  other	
  users	
  by	
  transmipng	
  fake	
  incumbent	
  signals	
  in	
  order	
  to	
  lead	
  
them	
  to	
  leave	
  a	
  specific	
  band	
  and	
  gain	
  exclusive	
  use	
  of	
  it	
  

•  Malicious	
  mobile	
  nodes	
  that	
  to	
  cause	
  Denial	
  of	
  Service	
  (DoS)	
  aVacks	
  by	
  mimicking	
  incumbent	
  
signals	
  	
  

Spectrum	
  sensing	
  data	
  falsificaJon.	
  The	
  received	
  signal	
  power	
  may	
  enforced	
  to	
  become	
  lower	
  
compared	
  to	
  what	
  path	
  loss	
  models	
  have	
  predicted	
  due	
  to	
  transmission	
  features	
  such	
  as	
  signal	
  fading	
  or	
  
mul8path	
  propaga8on.	
  This	
  may	
  lead	
  to	
  harmful	
  interference	
  due	
  to	
  undetected	
  primary	
  signals.	
  	
  

MAC	
  layer	
  aPack.	
  This	
  category	
  of	
  aVacks	
  includes:	
  

•  MAC	
  spoofing	
  in	
  which	
  aVackers	
  send	
  spurious	
  messages	
  that	
  disrupt	
  the	
  network	
  opera8on	
  	
  

•  Conges8on	
  aVacks	
  in	
  which	
  aVackers	
  flood	
  Common	
  Control	
  Channel	
  in	
  order	
  to	
  cause	
  an	
  extended	
  
DoS	
  aVack	
  

•  Jamming	
  in	
  which	
  adversaries	
  trigger	
  DoS	
  aVacks	
  by	
  crea8ng	
  interference	
  at	
  the	
  physical	
  layer.	
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Technical	
  Recommenda8ons	
  

•  Recommenda8on	
  1	
  (for	
  Network	
  providers):	
  Mandate	
  encryp8on	
  and	
  
authen8ca8on	
  in	
  NBI,	
  SBI	
  and	
  EWBI.	
  

•  Recommenda8on	
  2	
  (for	
  Network	
  providers):	
  Iden8fy	
  and	
  monitor	
  exposed	
  
func8onali8es	
  of	
  SDN	
  controllers.	
  

•  Recommenda8on	
  3	
  (for	
  Network	
  and	
  Service	
  providers):	
  Control	
  and	
  
monitor	
  running	
  applica8on	
  resources.	
  

•  Recommenda8on	
  4	
  (for	
  Network,	
  Service	
  providers	
  and	
  End	
  users):	
  
Holis8c	
  Support	
  for	
  Security	
  policies.	
  	
  

•  Recommenda8on	
  5	
  (for	
  Administrators):	
  Access	
  control,	
  Creden8als,	
  
System	
  updates.	
  	
  

•  Recommenda8on	
  6	
  (for	
  Developers):	
  Sandbox-­‐ing,	
  Applica8on	
  Isola8on.	
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OrganizaJonal	
  RecommendaJons	
  

•  Recommenda8on	
  7	
  (for	
  Service	
  providers):	
  Develop	
  incident	
  
response	
  capabili8es	
  and	
  in-­‐forma8on	
  sharing	
  prac8ces	
  
among	
  telecom	
  operators.	
  	
  

•  Recommenda8on	
  8	
  (for	
  Administrators):	
  Keep	
  systems	
  up	
  to	
  
date.	
  	
  

•  Recommenda8on	
  9	
  (for	
  Network	
  and	
  Service	
  providers):	
  Use	
  
adequate	
  security	
  methods.	
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•  Standardiza8on	
  challenge	
  
•  Trust	
  model	
  and	
  Iden8ty	
  Management	
  

•  5G	
  radio	
  network	
  security	
  

•  Flexible	
  and	
  scalable	
  security	
  architecture	
  

•  Energy-­‐efficient	
  security	
  

•  Cloud	
  security	
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•  There	
  is	
  a	
  long	
  way	
  for	
  5G	
  

•  Must	
  be	
  prepared	
  for	
  old	
  and	
  new	
  threats:	
  Different	
  and	
  new	
  layers	
  
implies	
  new	
  aVack	
  surfaces	
  

•  There	
  is	
  a	
  good	
  opportunity	
  to	
  implement	
  security	
  by	
  design	
  

•  SDN/NFV	
  is	
  a	
  key	
  actor	
  to	
  improve	
  security	
  on	
  5G	
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How	
  can	
  ENISA	
  help?	
  



PO	
  Box	
  1309,	
  710	
  01	
  Heraklion,	
  Greece	
  

Tel:	
  +30	
  28	
  14	
  40	
  9710	
  

info@enisa.europa.eu	
  

www.enisa.europa.eu	
  

Thank	
  you	
  for	
  your	
  aVen8on	
  


