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 As	
  part	
  of	
  the	
  5G-­‐ENSURE	
  project’s	
  wider	
  efforts	
  to	
  listen	
  to	
  
relevant	
  stakeholders	
  and	
  the	
  general	
  public	
  on	
  5G	
  security	
  topics,	
  
an	
  Open	
  Consulta0on	
  on	
  5G	
  Security	
  has	
  been	
  launched	
  between	
  
20	
  of	
  March	
  2016	
  and	
  27	
  of	
  May	
  2016.	
  	
  
  The	
  consulta0on	
  sought	
  input	
  from	
  security	
  experts	
  and	
  poten0al	
  
5G	
  stakeholders,	
  to	
  obtain	
  the	
  different	
  points	
  of	
  view	
  and	
  
perspec0ves	
  on:	
  	
  

  security	
  and	
  privacy	
  challenges	
  	
  
  security	
  and	
  privacy	
  priori0es	
  
  security	
  impacts	
  due	
  to	
  the	
  adop0on	
  of	
  technological	
  advancements	
  in	
  5G	
  
  the	
  ac0ons	
  towards	
  security	
  standardiza0on	
  

  The	
  Open	
  Consulta0on	
  is	
  considered	
  as	
  a	
  valuable	
  source	
  of	
  
informa0on	
  to	
  evaluate	
  if	
  security	
  aspects	
  in	
  5G	
  are	
  being	
  
addressed	
  in	
  line	
  with	
  the	
  5G	
  stakeholders	
  expecta0ons,	
  if	
  and	
  
where	
  research	
  improvements	
  are	
  needed.	
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Context	
  of	
  the	
  Open	
  Consulta*on	
  (1/2)	
  



Context	
  of	
  the	
  Open	
  Consulta*on	
  (2/2)	
  

 The	
  open	
  consulta0on	
  was	
  distributed	
  through	
  the	
  project	
  
web-­‐site	
  and	
  has	
  been	
  conducted	
  in	
  an	
  anonymous	
  way.	
  	
  
 Special	
  announcements	
  in	
  the	
  most	
  relevant	
  events	
  have	
  
been	
  done	
  and	
  several	
  communica0on	
  tools	
  have	
  been	
  
used	
  to	
  promote	
  the	
  open	
  consulta0on.	
  	
  
 The	
  open	
  consulta0on	
  results	
  were	
  combined	
  into	
  a	
  single	
  
set	
  of	
  results	
  in	
  order	
  to	
  draw	
  global	
  conclusions	
  on	
  the	
  
main	
  5G	
  security	
  topics:	
  	
  
 Security	
  
 Privacy	
  
 Trust	
  
 Network	
  Virtualiza0on	
  
 Standardiza0on	
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Organiza*on	
  type	
  of	
  respondents	
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2.22%	
  

4.44%	
  

15.55%	
  

8.89%	
  

55.56%	
  

13.34%	
   Standardisa0on	
  organisa0ons	
  

Businesses	
  ver0cals	
  

5G	
  Industry	
  

Users	
  

	
  5G-­‐PPP:	
  academia,	
  research,	
  
commercial	
  organisa0on	
  
Others	
  	
  

  In	
  total	
  45	
  answers	
  were	
  received	
  
  The	
  majority	
  of	
  the	
  respondents	
  (55,56%)	
  represent	
  research	
  
centers	
  (universi0es)	
  and	
  public-­‐funded	
  research	
  5G-­‐
PPPprojects,	
  followed	
  by	
  5G	
  Industry	
  (15,55%)	
  



	
  
	
  

Security	
  in	
  5G	
  
	
  

6	
  

Respondents	
  to	
  our	
  open	
  consulta0on	
  were	
  asked	
  to	
  indicate:	
  
	
  
	
  
 The	
  biggest	
  security	
  challenges	
  in	
  5G	
  network.	
  
 If	
  the	
  5G	
  security	
  should	
  build	
  on	
  previous	
  networks	
  and	
  in	
  

this	
  case	
  what	
  can	
  be	
  reused	
  
 The	
  others	
  (new)	
  security	
  priori0es	
  for	
  5G.	
  



The	
  biggest	
  security	
  challenges	
  in	
  5G	
  network	
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No	
  significant	
  differences	
  in	
  the	
  answers:	
  this	
  means	
  that	
  
all	
  aspects	
  are	
  relevant	
  enablers	
  for	
  5G	
  security	
  

14,78% 

19,13% 
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Security	
  in	
  5G	
  should	
  build	
  on	
  previous	
  networks.	
  

Security	
  of	
  previous	
  networks	
  is	
  considered	
  good	
  enough	
  and	
  more	
  
aspects	
  can	
  be	
  reused	
  in	
  5G	
  like	
  crypto	
  algo	
  and	
  AKA	
  mechanism.	
  



	
  5G	
  security	
  priori*es	
  are	
  mainly	
  related	
  to:	
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  Security	
  mechanism	
  for	
  NFV	
  infrastructure	
  
  CIA	
  for	
  low-­‐end	
  devices	
  
  Seamless	
  authen*ca*on	
  across	
  different	
  networks	
  



	
  Privacy	
  in	
  5G	
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The	
  biggest	
  privacy	
  challenges	
  in	
  5G	
  network	
  are:	
  

e2e	
  data	
  confiden*ality	
  	
  &	
  user	
  control	
  together	
  with	
  privacy	
  
aware	
  LI	
  



Privacy	
  and	
  anonymiza*on	
  	
  techniques	
  shall	
  also	
  provide	
  
built	
  in	
  data	
  recovery	
  capabili*es	
  for	
  LEA	
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Anyway	
  lot	
  of	
  respondents	
  express	
  several	
  concerns	
  for	
  possible	
  abuse	
  	
  



5G	
  Trust	
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Trust	
  complexity	
  	
  in	
  5G	
  networks	
  is	
  mainly	
  due	
  by:	
  

The	
  adop*on	
  of	
  new	
  business	
  models	
  &	
  the	
  use	
  of	
  virtualiza*on	
  
technology	
  



Trust	
  in	
  5G	
  network	
  can	
  be	
  built	
  by:	
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•  Adop*ng	
  technology	
  such	
  as	
  trusted	
  execu*on	
  environment	
  (TC).	
  
•  Making	
  trust	
  more	
  objec*ve	
  	
  
•  Ensuring	
  trusted	
  and	
  authorized	
  interconnec*ons	
  
	
  

14,56% 

5,82% 
23,30%	
  

30,10% 

 26,21% 



5G	
  virtualiza*on	
  and	
  mul*	
  tenant	
  environment	
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Respondents	
  to	
  our	
  open	
  consulta0on	
  were	
  asked	
  to	
  indicate:	
  
	
  
  The	
  relevant	
  issues	
  raised	
  by	
  the	
  adop0on	
  of	
  virtualiza0on	
  
  The	
  relevant	
  security	
  risks	
  raised	
  by	
  a	
  mul0	
  tenant	
  
environment	
  	
  
  The	
  requirements	
  needed	
  to	
  ensure	
  security	
  in	
  mul0-­‐tenant	
  
virtualiza0on	
  scenarios	
  	
  



The	
  adop*on	
  of	
  virtualiza*on	
  raises	
  security	
  concerns	
  in	
  terms	
  of:	
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•  	
  Lack	
  of	
  logical	
  and	
  physical	
  isola*on	
  between	
  virtual	
  network	
  func*ons	
  	
  
•  	
  Integrity	
  of	
  Virtualiza*on	
  Pla]orm	
  	
  



Mul*-­‐tenant	
  environment	
  raises	
  security	
  concerns	
  mainly	
  in	
  term	
  of:	
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data	
  confiden*ality	
  and	
  integrity	
  due	
  by	
  lack	
  of	
  isola*on	
  	
  



Security	
  in	
  5G	
  virtualiza*on	
  and	
  mul*-­‐tenant	
  scenarios	
  can	
  be	
  
provided:	
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•  Properly implemented isolation at virtualization layer 
•  Verification of VNFs integrity 
•  Monitoring mechanisms to control the  allocation of virtual network 

functions 



5G	
  Cer0fica0on	
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74%	
  of	
  respondents	
  think	
  that	
  Security	
  Cer*fica*on	
  
in	
  5G	
  network	
  is	
  needed	
  



Security	
  assurance	
  can	
  be	
  provided	
  by:	
  

22	
  

Trusted	
  compu*ng	
  techniques	
  and	
  security	
  assurance	
  standard	
  	
  



5G	
  Standardiza0on	
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5G	
  standardiza*on	
  work	
  should	
  focus	
  on:	
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Security	
  architecture	
  and	
  Virtualiza*on	
  security,	
  followed	
  by	
  	
  the	
  
Trust	
  model	
  and	
  Privacy	
  



3GPP	
  SA3	
  is	
  the	
  Key	
  SDOs	
  for	
  5G	
  security	
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Standardiza*on	
  effort	
  should	
  be	
  put	
  on	
  the	
  defini*on	
  of	
  the	
  
security	
  architecture	
  that	
  takes	
  into	
  account	
  innova*ve	
  

security	
  solu*on	
  for	
  emerging	
  5G	
  technology	
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Conclusions	
  and	
  key	
  findings	
  	
  (1/2)	
  
  Trust,	
  AAA,	
  Privacy,	
  Security	
  Monitoring,	
  Network	
  Management	
  and	
  
virtualiza*on	
  are	
  relevant	
  area	
  for	
  5G	
  security.	
  	
  

  5G-­‐ENSURE	
  project	
  has	
  iden0fied	
  these	
  areas	
  as	
  enablers	
  for	
  5G	
  Security	
  
and	
  is	
  working	
  in	
  defining	
  innova0ve	
  solu0ons	
  

  Privacy	
  in	
  5G	
  should	
  provide	
  end-­‐to-­‐end	
  data	
  confiden0ality	
  and	
  increase	
  user	
  
control.	
  	
  

  Trust	
  in	
  5G	
  shall	
  be	
  built	
  by	
  the	
  adop0on	
  of	
  trusted	
  compu0ng	
  technology	
  at	
  
device	
  level.	
  	
  

  Security	
  cer*fica*on	
  is	
  required	
  to	
  provide	
  security	
  assurance	
  in	
  5G	
  network.	
  	
  

  Security	
  in	
  mul*	
  tenant	
  virtualiza*on	
  scenarios	
  requires	
  isola0on	
  and	
  
monitoring	
  mechanisms	
  to	
  avoid	
  abuse	
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Conclusions	
  and	
  key	
  findings	
  (2/2)	
  
  Standardiza*on	
  	
  shall	
  focus	
  on	
  the	
  security	
  architecture	
  defini*on.	
  

	
  
  5G-­‐ENSURE	
  project	
  is	
  defining	
  a	
  5G	
  reference	
  security	
  architecture	
  shared	
  
and	
  agreed	
  with	
  various	
  5G	
  stakeholders,	
  and	
  able	
  to	
  support	
  the	
  ini0al	
  set	
  
of	
  security	
  enablers	
  specified	
  within	
  the	
  project..	
  

	
  
  3GPP	
  SA3	
  is	
  the	
  key	
  SDO	
  for	
  5G	
  security.	
  	
  

  5G-­‐ENSURE	
  standardiza0on	
  plan	
  considers	
  3GPP	
  as	
  one	
  of	
  the	
  main	
  target	
  
SDO	
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