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  of	
  the	
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  on	
  5G-­‐ENSURE	
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 Project	
  objec9ves	
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  Plan	
  
 Main	
  ac9vi9es	
  and	
  main	
  results	
  achieved	
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Standardiza9on	
  objec9ves	
  
  Monitoring	
  standardisa9on	
  ac9vi9es	
  directly	
  related	
  to	
  the	
  5G-­‐ENSURE	
  research	
  
topics	
  ensuring	
  the	
  overall	
  coherence	
  of	
  the	
  project	
  results	
  and	
  understanding	
  	
  
where	
  the	
  project	
  can	
  contribute	
  to	
  5G	
  Security	
  specifica9on	
  

  Transferring	
  project	
  results	
  to	
  relevant	
  standards	
  bodies	
  	
  
  Facilita9ng	
  joint	
  contribu9ons	
  and	
  building	
  consensus	
  (e.g.	
  improving	
  the	
  number	
  
of	
  co-­‐signed	
  contribu9ons)	
  	
  taking	
  into	
  account	
  protec9on	
  of	
  IPR,	
  company	
  policy,	
  	
  
marke9ng	
  issues,	
  etc.	
  

  Par9cipa9ng	
  to	
  5G-­‐PPP	
  pre-­‐standard	
  group	
  for	
  joint	
  ac9vi9es	
  and	
  build	
  pre-­‐
standardiza9on	
  consensus	
  

  Receive	
  feedback	
  on	
  5G	
  security	
  and	
  privacy	
  challenges,	
  priori9es,	
  solu9ons	
  
required	
  and	
  to	
  understand	
  how	
  to	
  drive	
  5G	
  standardisa9on	
  to	
  ensure	
  that	
  
security	
  is	
  correctly	
  addressed	
  

 Organizing	
  interna9onal	
  workshops	
  to	
  present	
  relevant	
  project	
  results	
  
and	
  to	
  ensure	
  5G-­‐ENSURE	
  visibility	
  to	
  a	
  wide	
  audience	
  
  Launch	
  a	
  5G-­‐ENSURE	
  Public	
  consulta9on	
  on	
  5G	
  security	
  	
  to	
  collect	
  the	
  
different	
  views	
  on	
  5G	
  security.	
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Relevant	
  topics	
  for	
  5G	
  Security	
  

Poten9ally	
  all	
  the	
  5G-­‐ENSURE	
  deliverables	
  contains	
  
topics	
  to	
  be	
  standardised.	
  In	
  par9cular	
  (1st	
  and	
  
subsequent	
  itera9ons	
  of	
  the	
  documents):	
  
 Use-­‐Cases	
  (D2.1	
  public	
  since	
  M03)	
  
 Trust	
  model	
  and	
  Security	
  Requirements	
  (D2.2	
  &	
  D2.3	
  due	
  to	
  
M08)	
  
 Security	
  Architecture	
  (D2.4	
  “drac”	
  due	
  to	
  M12)	
  
 Enablers	
  (D3.1	
  “early	
  vision”	
  public	
  since	
  M04):	
  

 AAA	
  
 Privacy	
  
 Trust	
  
 Security	
  Monitoring	
  
 Network	
  Management	
  &	
  Virtualiza9on	
  isola9on	
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Standardiza9on	
  Plan	
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5G-ENSURE 
Research Topics Targeted Standards  Groups 

5G	
  security	
  specific	
  use	
  cases	
  
5G	
  Trust	
  Model	
  

5G	
  security	
  requirements	
  
5G	
  security	
  architecture	
  
AAA	
  GE	
  &	
  Privacy	
  GE	
  

	
  

TSG	
  Service	
  and	
  System	
  Aspects	
  (TSG-­‐SA)	
  group	
  	
  
SA	
  WG2	
  Architecture	
  
SA	
  WG3	
  –	
  Security	
  
RAN	
  –	
  Radio	
  Access	
  Network	
  

Network	
  Management	
  &	
  
VirtualisaXon	
  isolaXon	
  GE	
  
Security	
  Monitoring	
  GE	
  

AAA	
  GE	
  	
  
Privacy	
  GE	
  

Network	
  Func9ons	
  Virtualisa9on	
  (NFV	
  ISG)	
  
Technical	
  Commihee	
  (TC)	
  Cyber	
  Security	
  (CYBER)	
  
Technical	
  Commihee	
  Smart	
  Card	
  Plajorm	
  (TC	
  SCP)	
  
	
  
	
  
	
  Network	
  Management	
  &	
  

VirtualisaXon	
  isolaXon	
  GE	
  
OpenFlow™	
  and	
  SDN	
  

AAA	
  GE	
  	
  
Network	
  Management	
  &	
  
VirtualisaXon	
  isolaXon	
  GE	
  

Authentication and Authorization for Constrained 
Environments (ACE)	
  
Network	
  Func9ons	
  Virtualisa9on	
  Research	
  Group	
  (NFVRG)	
  

5G	
  Trust	
  Model	
  
5G	
  Security	
  requirements	
  

Security	
  and	
  Fraud	
  Risk	
  Assessment	
  (SFRA)	
  



3GPP	
  is	
  the	
  main	
  target	
  
 SA1	
  (Requirements).	
  SMARTER	
  (TR	
  22.891)	
  branches:	
  	
  

 TR	
  22.861	
  Massive	
  Internet	
  of	
  Things	
  (mIoT)	
  
 TR	
  22.862	
  Cri9cal	
  Communica9ons	
  (CRIc)	
  
 TR	
  22.863	
  Enhanced	
  Mobile	
  Broadband	
  (eMBB)	
  
 TR	
  22.864	
  Network	
  Opera9on	
  (NEO)	
  

 SA2	
  (Architecture):	
  TR	
  23.799	
  Study	
  on	
  Architecture	
  
for	
  Next	
  Genera9on	
  System	
  
 SA3	
  (Security):TR	
  33.899	
  Study	
  on	
  the	
  security	
  
aspects	
  of	
  the	
  next	
  genera9on	
  system	
  
 RAN	
  plenary:	
  TR38.913	
  Study	
  on	
  Scenarios	
  and	
  
Requirements	
  for	
  Next	
  Genera9on	
  Access	
  
Technologies	
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Direct	
  Contribu9ons	
  

 SA3	
  (Security):TR	
  33.899	
  Study	
  on	
  the	
  security	
  aspects	
  of	
  the	
  
next	
  genera9on	
  system	
  

 Enablers	
  (as	
  security	
  areas):	
  AAA,	
  Privacy,	
  etc.	
  
 3GPP	
  RAN	
  plenary:	
  TR	
  38.913	
  Study	
  on	
  Scenarios	
  and	
  
Requirements	
  for	
  Next	
  Genera9on	
  Access	
  Technologies	
  

 Requirements	
  

 ETSI	
  TC	
  Cyber:	
  	
  
nWI	
  proposal	
  on	
  «Access	
  control	
  enforcement	
  mechanisms	
  and	
  policy	
  
rules	
  for	
  PII	
  protec9on	
  on	
  smart	
  devices,	
  cloud	
  and	
  Mobile	
  Services»	
  
  (Proposed)	
  extension	
  of	
  the	
  current	
  TR	
  103.304	
  «PII	
  Protec9on	
  in	
  
mobile	
  and	
  cloud	
  services»	
  with	
  specific	
  5G	
  Privacy	
  needs	
  descrip9ons	
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Next	
  steps	
  

 Review	
  of	
  the	
  standardiza9on	
  plan	
  depending	
  on	
  the	
  results	
  
of	
  this	
  workshop	
  and	
  the	
  open	
  consulta9on	
  survey.	
  	
  
 Provide	
  addi9onal	
  contribu9ons	
  toward	
  SA3	
  about	
  Study	
  Item	
  
on	
  Study	
  on	
  Security	
  aspects	
  of	
  the	
  next	
  genera9on	
  system	
  
(TR	
  33.899)	
  and	
  TC	
  Cyber	
  on	
  privacy	
  (TR	
  103.304	
  and	
  the	
  
possible	
  new	
  TS)	
  
 Try	
  to	
  reach	
  directly	
  other	
  groups/SDO	
  (e.g.	
  ETSI	
  ISG	
  NFV,	
  
etc.)	
  
  Iden9fy	
  addi9onal	
  outcomes	
  to	
  standardize,	
  as	
  soon	
  as	
  the	
  
official	
  deliverables	
  of	
  the	
  project	
  will	
  be	
  ready	
  (e.g.	
  
Requirements,	
  Architecture,	
  Enablers)	
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Thanks.  
 
 

QUESTIONS ? 
? 


