
Pavlos Fournogerakis 
European Commission – DG CONNECT 

Unit "Network Technologies" 

5G standardisation and 
security:  

supporting the DSM Objectives 

1st 5G-ENSURE International 
Workshop on 5G Security 

Standardisation,  
Sophia Antipolis 16 June 2016 



EC	
  DSM	
  technologies	
  and	
  public	
  services	
  modernisa9on	
  package	
  (19.04.2016)	
  -­‐	
  set	
  
of	
  coherent	
  policy	
  measures	
  aiming	
  at	
  the	
  digital	
  transforma4ons	
  of	
  our	
  industries	
  
and	
  at	
  maximising	
  their	
  impact	
  on	
  economic	
  growth	
  

Chapeau	
  Communica-on	
  on	
  Digi-sing	
  European	
  Industry	
  	
  -­‐	
  Reaping	
  
the	
  full	
  benefits	
  of	
  a	
  Digital	
  Single	
  Market	
  

Communica-on	
  on	
  the	
  Priority	
  ICT	
  Standards	
  Plan	
  
>ICT	
  Standardisa4on	
  Priori4es	
  for	
  the	
  Digital	
  Single	
  Market	
  

Communica-on	
  on	
  European	
  Cloud	
  ini-a-ve	
  
>Vision	
  document	
  and	
  framework	
  for	
  future	
  ac4ons	
  

Communica-on	
  on	
  the	
  e-­‐Government	
  Ac-on	
  Plan	
  
>Digital	
  transforma4on	
  of	
  public	
  services	
  

Staff	
  Working	
  Document	
  on	
  the	
  Internet	
  of	
  Things	
  
>Advancing	
  the	
  Internet	
  of	
  Things	
  in	
  Europe	
  

DSM Update 



DSM Update 

• Importance	
  of	
  standards	
  
• 5	
  Key	
  technologies	
  earmarked	
  in	
  the	
  package:	
  5G,	
  
Cloud	
  compu4ng,	
  IoT,	
  Cybersecurity,	
  (Big)	
  Data	
  

• Series	
  of	
  measures	
  to	
  ensure	
  R&D	
  results	
  are	
  bePer	
  
linked	
  to	
  new	
  standards	
  and	
  improve	
  collabora4on	
  	
  
between	
  key	
  players	
  

• 5G:	
  an	
  Enabler	
  of	
  the	
  Digi4sa4on	
  of	
  the	
  economy	
  at	
  
large;	
  

• Support:	
  5G	
  Public	
  Private	
  Partnership	
  
ü  	
  www.5G	
  –PPP.eu	
  
ü  	
  700	
  M€	
  under	
  Horizon	
  2020,	
  3	
  Phases	
  un4l	
  2020	
  



Building Blocks 
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5G standards 

• Standardisa4on	
  of	
  the	
  core	
  5G	
  communica4ons	
  
func4ons	
  has	
  started	
  in	
  the	
  context	
  of	
  3GPP	
  

• Two-­‐step	
  standardisa9on	
  roadmap:	
  priority	
  standards	
  
in	
  2018	
  and	
  complementary	
  standards	
  in	
  2020.	
  	
  

• 5G	
  PPP	
  will	
  contribute	
  to	
  a	
  wide	
  range	
  of	
  other	
  
standardiza4on	
  bodies:	
  IETF,	
  ETSI,	
  ONF,	
  Open	
  Daylight,	
  
OPNFV,	
  Open	
  Stack,	
  …	
  

• 5G	
  standards	
  must	
  be	
  compa4ble	
  with	
  innova4ve	
  use	
  
cases	
  of	
  ver9cal	
  industries	
  



Cybersec standards 

• Seamless	
  and	
  interoperable	
  secure	
  authen9ca9on	
  across	
  
objects,	
  devices,	
  individuals	
  and	
  en44es	
  

• Security-­‐by-­‐design	
  principles	
  is	
  essen4al	
  	
  
• Coordinated	
  approach	
  to	
  cybersecurity	
  labels	
  and	
  
cer9fica9on	
  

• EC	
  will	
  invite	
  ESOs,	
  SDOs	
  and	
  relevant	
  stakeholders	
  to	
  draw	
  
up	
  prac9cal	
  guidelines,	
  best	
  prac9ces	
  and	
  gaps	
  covering	
  IoT,	
  
5G,	
  Cloud,	
  Big	
  Data	
  and	
  smart	
  factories,	
  by	
  the	
  end	
  of	
  2016	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

	
  Recommenda4on	
  by	
  end	
  2017	
  
•  	
  Invite	
  and	
  support	
  ESOs,	
  SDOs	
  and	
  relevant	
  stakeholders	
  to	
  
develop	
  standards	
  and	
  risk	
  management	
  guidelines	
  



5G Action Plan 
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EU Vision 



Moving on:  
5G for verticals 



Case Studies 



Vertical Requirements   Driving 5G
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Focus Interest 



Phase	
  III	
  a)	
  Verifica9on	
  
Demo/Trial	
  
-­‐	
  Integra9on	
  radio+	
  network	
   

Y2015 2016 2017 2018 2019 2020 2021 2022 

Phase	
  II	
  -­‐	
  Demos	
  
PoC-­‐	
  Core	
  Techs	
  
Components	
   

Phase	
  III	
  b)	
  Integrated	
  Verifica9on	
  Trial	
  
services/func9ons	
  
-­‐	
  radio+network+applica9ons	
  -­‐ 

Early	
  5G	
  
introduc9on	
  
Lower	
  frequency	
  
bands 

	
  
Later	
  5G	
  
introduc9on	
  
Higher	
  frequency	
  
bands 
 

Phase	
  I	
  Core	
  Techs 

Survey	
  on	
  user	
  needs,	
  	
  
studies	
  on	
  applica9ons/services 

From	
  5G	
  PPP	
  Phase	
  1	
  to	
  5G	
  
PPP	
  Phase	
  3	
  (2018-­‐2020)	
  

Towards Deployment
        
        
        



Focus	
  on	
  Proofs	
  of	
  Concept,	
  Experiments,	
  Ver-cals	
  
Cri9cal	
  technologies	
  and	
  Systems	
  (101	
  M€)	
  
-  Radio	
  network	
  architecture	
  &	
  technologies	
  
-  Op9cal	
  core	
  
-  SDN/NFV,	
  architecture,	
  net	
  mgmt;	
  	
  

Convergent	
  technologies	
  (45	
  M€)	
  

-  Op9cal	
  support	
  to	
  ubiquitous	
  5G	
  access	
  
-  Flexible	
  network	
  applica9ons	
  
-  Research	
  coopera9on	
  in	
  access	
  convergence	
  (w/	
  Taiwan)	
  

	
  +	
  Interna-onal	
  coopera-on	
  (6	
  M€	
  for	
  5G	
  with	
  SK	
  and	
  JP)	
  

Coordina9on	
  &	
  Support	
  Ac9on	
  (3	
  M€)	
  

	
   
 

5G R&I Phase 2:    2017-2019 
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ICT-­‐07-­‐2017:	
  
5G	
  PPP	
  Research	
  and	
  Valida9on	
  of	
  cri9cal	
  technologies	
  and	
  systems	
  
	
  

	
  •  Radio	
  Network	
  func4onal	
  architectures	
  and	
  interfaces	
  leading	
  to	
  a	
  stable	
  
vision	
  /	
  reference	
  architecture	
  for	
  5G	
  (covers	
  solu4ons	
  that	
  unify	
  security…).	
  
Support	
  of	
  numerous	
  devices	
  with	
  different	
  capabili4es,	
  with	
  unified	
  
connec4vity	
  management	
  capabili4es,	
  in	
  terms	
  of	
  security,	
  mobility	
  and	
  
rou4ng.	
  

•  Soeware	
  network	
  with	
  a	
  unified	
  management	
  of	
  connec4vity,	
  with	
  end	
  to	
  end	
  
security….	
  Management	
  and	
  security	
  for	
  virtualised	
  networks	
  and	
  services	
  
including	
  security	
  (privacy	
  where	
  appropriate)	
  across	
  mul4ple	
  virtualised	
  
domains.	
  

•  CSAs:	
  Programme	
  level	
  integra4on	
  through	
  management	
  and	
  orchestra4on	
  of	
  
5G	
  PPP	
  project	
  coopera4on	
  for	
  horizontal	
  issues	
  of	
  common	
  interests	
  (e.g.	
  
security,	
  standardisa4on…)	
  

•  Proac4ve	
  contribu4on	
  to	
  the	
  3G	
  PP	
  standardisa4on	
  ac4vity	
  on	
  5G,	
  and	
  to	
  other	
  
standardisa4on	
  ac4vi4es,	
  e.g.	
  ONF,	
  ETSI-­‐NFV,	
  IEEE;	
  	
  

Security Aspects 



Ahead of us 
Challenges	
  :	
  	
  
•  Standards	
  should	
  not	
  be	
  rushed	
  to	
  develop	
  quickly	
  a	
  5G	
  version	
  that	
  only	
  

caters	
  for	
  only	
  a	
  limited	
  subset	
  of	
  the	
  requirements	
  

•  Ver9cals	
  requirements	
  need	
  to	
  be	
  there	
  from	
  the	
  onset	
  :	
  focus	
  of	
  the	
  5G	
  PPP	
  
call	
  that	
  will	
  close	
  in	
  November	
  2016	
  

•  Slow	
  uptake	
  of	
  ver9cal	
  involvement	
  in	
  the	
  standardisa9on	
  bodies	
  

•  We	
  should	
  be	
  careful	
  not	
  to	
  develop	
  a	
  fragmented	
  5G	
  

•  Security-­‐by-­‐design	
  principles	
  essen9al	
  to	
  mainstreaming	
  cybersecurity	
  
considera9ons	
  into	
  all	
  emerging	
  ICT	
  standards	
  

•  5G	
  architecture	
  must	
  accommodate	
  a	
  wide	
  range	
  of	
  use	
  cases	
  from	
  ver9cals	
  
with	
  different	
  requirements	
  in	
  terms	
  of	
  security	
  

•  è	
  Full	
  EU	
  Poli9cal	
  Commitment	
  to	
  make	
  Europe	
  a	
  5G	
  lead	
  
region.	
  5G	
  Ac9on	
  Plan	
  a	
  tool	
  to	
  push	
  standards	
  and	
  coopera9on	
  
with	
  ver9cals	
  in	
  the	
  right	
  direc9on 



Many	
  Thanks	
  for	
  your	
  afen9on	
  !	
  	
  
	
  
	
  	
  	
  	
  	
  many	
  thanks	
  to	
  
	
  
See	
  you	
  at:	
  


